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POLICY-DEFINED DATA ACCESS MODEL FOR
DATA ACCESS LIMITS AND RESTRICTIONS ENFORCEMENT

ABSTRACT
This publication describes systems and techniques for providing a policy-defined data
access model for enforcing data access limits in place of a permission-protected data access
model. An operating system of a computing device may implement the policy-defined data
access model to enforce data access limits for applications and processes that decouple
permissions from policies. That is, even when an application is permitted by the operating
system to access certain data, the operating system may apply and enforce policies that restrict
the application’s access to the data in certain ways based on factors such as an application’s
purpose for accessing certain data, the semantics of the data to be accessed by the application,
the context of the application, the features of the application attempting to access the data, and
the like.
In some examples, an operating system can apply and enforce policies that limit an
application’s access to data captured by sensors of a computing device, such as data captured by
cameras, microphone, location sensors, and the like. For example, the policies may limit the
resolution of images captured by the cameras that can be accessed by an application, limit the
application to accessing specific cameras, limit the quality of audio data captured by
microphones, and the like, based on the factors described above.
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DESCRIPTION
Operating systems for computing devices, such as smartphones, may implement a
permissions model for data access at an application-level or process-level granularity. For
example, an operating system of a computing device may determine whether to permit an
application to access images captured by cameras of the computing device or whether to permit
an application to access audio data captured by microphones of the computing device, but may
not be able to place further limits on the application’s access to such data depending on the
application’s specific purpose for accessing the data. For example, the operating system may not
be able to limit the application’s access to images captured by the cameras based on the context
of the application, limit the resolution of the images captured by the cameras that the application
is able to access, limit the settings of the cameras capturing the images that the application is able
to access, and the like.
This disclosure describes a policy-defined data access model that allows operating
systems to be able to better implement and enforce data access limits for applications and
processes. The policy-defined data access model may enable operating systems to decouple
permissions from policies. That is, even when an application is permitted by the operating
system to access certain data, the operating system may apply and enforce policies that restrict
the application’s access to the data in certain ways based on factors such as an application’s
purpose for accessing certain data, the semantics of the data to be accessed by the application,
the context of the application, the features of the application attempting to access the data, and
the like. By applying and enforcing policies that limit an application’s access to data based on
the specific purpose for accessing such data, the policy-defined data access model may enhance
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the privacy of users by preventing applications from being able to access data that is not needed
by the applications to achieve the application’s purpose for accessing the data.
In examples where an operating system for computing devices provides a secure
environment for applications and processes to processes sensitive data that is isolated from the
rest of the operating system and from other applications and processes, the operating system may
use a policy engine to implement the policy-defined data access model for the applications and
processes within the secure environment to access sensitive data. The policy engine may provide
private paths between the applications within the secure environment and sensitive data, and the
policy engine may apply and enforce policies to limit access to such sensitive data by the
applications in the secure environment.
The operating system can apply and enforce policies that limit an application’s access to
data captured by sensors of a computing device, such as data captured by cameras, microphone,
location sensors (e.g., Global Positioning System sensors), and the like. For example, the policies
may limit the resolution of images captured by the cameras that can be accessed by an
application, limit the application to accessing specific cameras, limit the quality of audio data
captured by microphones, and the like, based on the factors described above.
In some examples, the operating system may apply and enforce policies that limit the
resolution of the images captured by cameras of a computing device that can be accessed by an
application based on the application’s specific purpose for accessing images captured by the
cameras.
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FIG. 1
In the example of FIG. 1, an application is accessing images captured by the cameras of
the computing device for the purpose of capturing credit card information from a credit card
using the cameras of the computing device. In this example, the operating system may apply a
policy that limits the resolution of the images captured by cameras of a computing device that
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can be accessed by an application, because the application may be able to capture credit card
information from even relatively low resolution images of credit cards.
In another example, the operating systems may apply and enforce policies that limit the
cameras of a computing device that can be accessed by an application based on the application’s
purpose for accessing the cameras. That is, if the operating system includes a plurality of
cameras, such as one or more front-facing cameras and one or more rear-facing cameras, the
operating system may apply and enforce policies that prevent applications from accessing one or
more of the cameras of the computing device. For example, when an application is accessing
images captured by the cameras of the computing device for the purposes of capturing a selfie of
the user of the computing device, the operating system may enforce a policy that limits the
application to accessing images captured by the front-facing camera of the computing device and
that prevents the application from accessing images captured by the rear-facing cameras of the
computing device.
In another example, the operating systems may apply and enforce policies that limit the
features of cameras of a computing device that can be accessed by an application based on the
application’s purpose for accessing the cameras, such as by limiting the ability of an application
to use the cameras of the computing device to capture videos, limit the frame rates of videos
captured by the cameras of the computing device that can be accessed by the application, and the
like. In the example above where an application accesses images captured by cameras of the
computing device to capture credit card information from a credit card, the operating system may
apply and enforce a policy that prevents the application from accessing videos captured by
cameras of the computing device, because the application may not need to access videos
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captured by cameras of the computing device to capture credit card information from a credit
card.
In another example, the operating systems may apply and enforce policies that link an
application’s access of data to an associated event. That is, the operating system may only allow
an application to access data generated by a sensor in response to the occurrence of an associated
event. For example, the operating system may apply and enforce a policy that links an
application’s access to image data captured by cameras of the computing device to the
computing device being unlocked, so that the application may not have access to image data
captured by cameras of the computing device until the operating system detects that the
computing device is being unlocked.
Besides limiting an application’s access to data captured by cameras of a computing
device, an operating system may also apply and enforce policies that limit an application’s
access to data captured by other sensors, data generated by the operating system, data generated
by applications, data generated by users, and the like. In some examples, the operating system
may apply and enforce policies that limit the audio data captured by microphones of a computing
device that can be accessed by an application based on the application’s purpose for accessing
audio data captured by the microphones. For example, if an application is attempting to access
audio data captured by microphones of a computing device in order to transcribe speech into text
or in order to listen for a specific keyword, the operating system may enforce policies that enable
the application to access a high quality version of the audio data captured by the microphones of
the computing device. In contrast, if an application is attempting to access audio data captured by
microphones of a computing device in order to determine the level of ambient background noise,
the operating system may enforce policies that limit the application to accessing a low quality
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version of the audio data captured by the microphones of the computing device that may enable
the application to determine the level of ambient background noise without being able to access
higher quality versions of the audio data that may contain background conversations between
users.
It is noted that the techniques of this disclosure may be combined with any other suitable
technique or combination of techniques. As one example, the techniques of this disclosure may
be combined with the techniques described in U.S. Patent Application Publication No.
2017/0085591 A1. As another example the techniques of this disclosure may be combined with
the techniques described in U.S. Patent Application Publication No. 2015/0222762 A1. As
another example the techniques of this disclosure may be combined with the techniques
described in Frey, Suzanne, “Introducing Android’s Private Compute Services,” 9 September,
2021, https://security.googleblog.com/2021/09/introducing-androids-private-compute.html.
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